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Abstract of the contribution: We add some text to solution #5, assessing its effectiveness against the risk of UNKNOWN compromise of the long term key. (This risk is spelled out in our contribution S3-181273.)  We also highlight an extension of solution 2.
1. Introduction

Our contribution S3-181273 points out that long term key leakage may not be detected, if the attacker uses it only for passive eavesdropping attacks.  There is thus benefit in reducing the risk of leakage happening in the first place – not only in being able to update the key when it is known to have leaked.

This contribution adds some text to the evaluation of solution #5 reflecting this important point.  We also highlight an overlap with solution #2.
2. Text proposal
~ ~ ~ Start of first text proposal ~ ~ ~
9.5.3
Solution Evaluation

9.5.3.1
Key Issues

This solution does not mitigate a security due to the presence of an attacker at the personalisation centre where the set of parameters are generated and stored in the USIM. 

For all the other security issues of Key Issues #1 and #2, an attacker having been able to retrieve the long term key K may be no longer present when the new set of parameters is sent or handled to replace the compromised set of parameters. 

To mitigate Key Issue #2, the solution applies to each USIM/UICC of the batch of subscriptions. 

9.5.3.2
UICC applications types applicable

This solution is applicable to all USIMs and ISIMs.  This solution is also applicable to eSIMs but may not be the most efficient solution since also solution #1 applies to eSIM.

9.5.3.3
Potential hardware and software impacts

USIM/UICC software will be updated to support the replacement mechanism. The solution does not require any additional hardware.

9.5.3.4
Key exchange protocols and transportation

The longer term key K is not exchanged between the personalisation centre and the network operator. 

The channel of communication used to exchange data between the personalisation centre and the home network may be changed.
9.5.3.5
3GPP technologies supported
This solution is applicable to GSM, UMTS, LTE and 5G.
9.5.3.6
Assessment of additional risks
Editor's note: Evaluation of additional risk when one set of parameter (K/OPc or K/TOPc) is compromised whether all sets would be compromised too.

Editor's note: Evaluation of security risk and complexity is to be done when “The other sets of parameters generated are kept in the personalisation centre using secured storage means.”
Editor's note: The compromise of a LTK may be the result of an attack method common to all LTK’s on the UICC as described in Clause 7.11. For example, 1- a security compromise at the factory (UICC vendor or subscription manager) where K is generated, or 2- a local attack (e.g. side channel) on the UICC in the supply chain. In that case, all other LTK’s on the UICC may also have be considered compromised.
9.5.3.7
Lawful interception impacts

9.5.3.8
Core and RAN networks impacts

This solution has impacts only on the HSS/AuC of the home network operator. 
9.5.3.9
Ease of implementation

This solution does not require significant changes to the current 3GPP specifications. Only additional OTA command is needed to implement the solution.
9.5.3.x
Reactive or pre-emptive effectiveness
This solution addresses the reactive requirements (see section 8.y
) - it is effective as a response to (known or suspected) key leakage.  When we consider the pre-emptive requirements, however - i.e. reducing the risk of key leakage - it seems that a replacement key, activated via this solution, is no more or less likely to leak than a long term key installed in a traditional USIM.  Thus, while this solution addresses aspects of key issues #1 and #2, it is not very effective against key issue #4.
9.5.3.y
Conclusion
This solution extends Solution 2 and has similar issues to solution 2.
~ ~ ~ End of first text proposal ~ ~ ~
�This is the section added in our contribution S3-cccccc
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